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Password Policies 
Password must not match or contain first name. 

Password must not match or contain last name. 

Password must not match or contain userid. 

Password must start with an alphabetic character. 

Password must be at least 12 character(s) long. 

Password must contain at least 1 uppercase letter(s). 

Password must contain at least 1 lowercase letter(s). 

Password must contain at least 1 numeric character(s). 

Password must contain at least 1 special character(s). 

Password must not contain more than 3 special character(s). 

Password must not be one of 24 previous passwords. 

Passwords expire after 60 days.   

 

The Payload Data Library (PDL) now allows users that forget their password the ability to reset it without having to 

contact the Helpdesk.  If a user forgets their password, they can click the "Forgot Password" link on the Login Screen.  

The user will be prompted to correctly answer 3 security questions before they are allowed to set a new password.  
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When a user logs in for the first time, users must set the 3 security questions if they want to be able to utilize this 

feature.  If the user decides to initially skip setting up the security questions on first login, they can do it later by going 

their user profile screen.   
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To get to the user profile screen click the  

"Change Password" menu item from the PDL application menu. 
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